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Abstract

In the contemporary era, cognitive warfare, as a complex and multifaceted threat employing
psychological, media, and information technology tools, endeavors to manipulate the
perceptions, beliefs, and behaviors of target individuals and societies. The Armed Forces of
the Islamic Republic of Iran, as a fundamental pillar of national security, are particularly
susceptible to such threats. This research aimed to develop a model of cognitive antifragility
for the Armed Forces of the Islamic Republic of Iran in countering enemy cognitive warfare.
Employing a qualitative and applied research design, the study utilized the grounded theory
method (Glaserian approach) for the analysis of data derived from relevant scholarly texts and
interviews. The validity and reliability of the research were ensured through expert opinions
and triangulation. The findings culminated in the design of a comprehensive model for
cognitive antifragility in the armed forces against enemy cognitive warfare, comprising five
fundamental dimensions: ntelligent Leadership and Command, emphasizing the integration of
cognitive, emotional, and ethical skills; Personnel, focusing on the development of cognitive
(critical ~ thinking, problem-solving), emotional (self-awareness, resilience), and
informational/literacy competencies; Infrastructure, encompassing informational, educational,
and human/social capital infrastructures; Regulations, including evaluation and reward
systems, communication protocols, and threat prediction mechanisms; and Technology,
comprising information, security, and educational technologies. This research underscores
that the effective enhancement of cognitive antifragility within the armed forces necessitates a
holistic and integrated consideration of these dimensions and their dynamic interactions.
Ultimately, it is recommended that this model be continuously evaluated and updated to
maintain efficacy against environmental changes and emerging threats.
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